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Classification of Unmanned Aircraft System 

(UAS)
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According U.S. DoD an UAS is a “system whose components include the necessary 

equipment, network, and personnel to control an unmanned aircraft.” 

UAV: Unmanned Aerial Vehicle.

RPAS: Remotely Piloted Aircraft System (International Civil Aviation Organization, 

ICAO)

Drone: commercial unmanned aerial vehicles (French Directorate for Civil Aviation, 

DGAC) 
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High-level 

architecture 

of a drone 

system.

Source: Riham Altawy and Amr M. Youssef, Security, Privacy, and Safety Aspects of Civilian Drones: A Survey, November 2016.

Drone system architecture 
consists of four main 
elements: 
1. Vehicle/Platform, 
2. Ground Control Station 

(GCS),
3. Communication Data Link 

System (CDL),
4. Drone Flight Planning.



Drone architecture
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UAV

Datalinks

Support 
element

Payload

Ground

Control 
element

Human 
element

The Human Element consists of the drone 
pilot and the possible payload operator.

The Ground Control Station handles 
multiple aspects of the mission, such as 
Command and Control (C2), mission 
planning, payload control and 
communications.

Data links include all 
means of communication 
among the drone.

The Support Element
includes all the 
prerequisite equipment 
to deploy, transport, 
maintain, launch and 
recover the drone and 
enable communications. 

The payload includes 
sensors (camera, laser 
pointer, IR-camera etc.), 
communication equipment, 
weapons or cargo. 



1. Drone system architecture: Vehicle
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Basic components: Single Board Computer, Wireless Communication Unit, Sensor 
Unit, GPS, Accelerometer, RC receiver, Telemetry, Flight Controller.

Extend components: Thermal/Video Camera, Sniffing device, Spoofing device.

https://www.gateworks.com/products/imx6-single-board-computer-gateworks-ventana-family/gw5100-single-board-computer/
https://link.springer.com/article/10.1007/s42452-020-2749-5/figures/9


2. Drone system architecture: GCS
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Ground Control Station (GCS) provides human operators with the necessary 
capabilities to control and/or monitor drone during their operations from a 
distance. 

GCS are sets of ground-based hardware and software that allow UAV 
operators to communicate with and control a drone and its payloads, either 
by setting parameters for autonomous operation or by allowing direct control 
of the UAV.

RC transmitter, Telemetry 



3. Drone system architecture: Datalinks
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Data Links: are wireless links 
used to control the information 
flow between the drone and the 
GCS. 
• Visual Line-of-sight (VLOS) 

allows control signals to be sent 
and received via the use of 
direct radio waves.

• Beyond Visual Line-of-Sight 
(BVLOS) allows drones to be 
controlled via satellite 
communications.



4. Drone system architecture: Drone Flight 

Planning
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Aircraft Performance Model (APM) Weather Model information (WM)

Source: Besada et.al, Drone Mission Definition and Implementation for Automated Infrastructure Inspection Using , Airborne Sensors, MPDI Sensors, 2018

A Flight Plan is a time-
ordered list of orders that a 
drone has to complete to 
fulfil the designed mission 
(take off, flight, mission, 
landing), while a trajectory is 
dynamic state variation of 
the drone along time.  

The Flight Plan and 
trajectory are calculated 
using applicable Mission 
Planning System.



Drone: Internet of Flying Things (IoFT)
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The Internet of Things (IoT) is an emerging 
technology which provides connectivity for any 
thing, at any time, anywhere.

IoFT has emerged as a practical solution to solve 
IoT challenges thanks to the advantages offered 
by UAVs in terms of flexibility, maneuverability, 
efficient mobile dissemination of data, fast 
deployment and low cost. 

In addition, IoT and associated technologies also 
offer advantages in terms of connectivity, data 
processing and storage capacity, real-time 
services, etc.

Source: Zaidi et.al, Internet of Flying Things (IoFT): A Survey, Computer Communications, Volume 165, 1 January 2021, Pages 53-74
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Threat VulnerabilityRisk

We cannot influence We can reduce

We can manage

Threat + Vulnerability = Risk
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Vulnerabilities 
in Cyber 

Space

SW-
vulnerabilities

HW-
vulnerabilities

Data reliability

Lack of cyber 
situational 
awareness

Lack of Cyber 
Security policy

Lack of Cyber 
Security 

investments

Lack of 
understanding of 

cybersecurity

Lack of Cyber 
Security know-

how, skills Technology

Processes

People
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A SW vulnerability is an error in the 
coding, configuration, or 
administration of the program.

A program can be an algorithm, an 
application, an operating system, a 
browser...

Hackers use SW vulnerabilities in 
attacks to force systems to give 
them access to unauthorized 
data, execute malicious code, 
gain remote control, or cause 
the system to spread infection.

SW-haavoittuvuuksia



The CyLab Sustainable Computing Consortium at Carnegie Mello 
University estimates that “commercial software has 20-30 code bugs 
for every 1000 lines of code.
-> Google 2 billion lines of code: 40 million code bugs

Applied Visions, Inc. estimates that 111 billion lines of new software 
code containing billions of vulnerabilities are coded every year.

SW-vulnerabilities
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HW-vulnerability - Component corruption
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Data reliability

“Cyber Armageddon is less likely than cyber operations 
that will change or manipulate data.”

The directors of the FBI, James Comey, CIA, John Brennan, National Intelligence, James Clapper, NSA, 
Michael Rogers, and Defense Intelligence Agency, Lieutenant General Vincent Stewart.

10.9.2015
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Insider threats
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Human vulnerabilities

JYU. Since 1863. 2018.11.2022

Almost 90% of cyber-attacks are 
caused by human error or behavior.

Insiders carried out 60% of all 
attacks.

72% of professionals admitted they 
would be willing to share sensitive or 
regulated information if prompted.

91% of cyberattacks begin with spear 
phishing e-mails.

Source: WardSolutions: https://www.ward.ie/human-error-a-threat-in-cyber-security/



JYU. Since 1863. 2118.11.2022

Table of Content

Cyber vulnerabilities in drone system

Cyber threats

2

3

Cyber attacks against drone4

5

Drone system description1

Drone as a cyber attacker

6 Conclusion



Cyber warfare

Cyber sabotage

Cyber terrorism

Cyber intelligence

Cyber crime

Cyber vandalism

Cyber Threat Model

Motivation 
is in the 

background
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Motivations of the cyber attackers
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Cyber 
vandalism

• Disruption of the 
data,

• Data leaks, 

• Information 
operations, 

• DDoS.

Cyber Crime

• Selling or 
ransoming stolen 
data, 

• Ransoming 
system 
operability, 

• Manipulation of 
transportation of 
cargo, 

• Collecting data 
for other criminal 
activities.

Cyber Terrorism

• Disruption of the  
economies and 
operations of the 
maritime,

• Paralysis critical 
maritime 
infrastructure.

State sponsored 
activity

• Espionage

• Paralysis of the 
critical maritime 
infrastructure

• Destruction of 
the critical 
maritime 
infrastructure
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Cyber threats against drone
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US Joint Air Power Competence Centre analysis (JAPCC) categorizes the cyber-

threats against the drone according to the attacker’s intention:

• Intelligence. Attackers could intercept and monitor the unencrypted data or 

information the drone transmits to the ground in order to derive intelligence. 

• Disruption of the drone. Intentional modification of computer systems by use of 

malicious code, e.g. viruses, trojans, or worms taking advantage of familiar 

weaknesses of commercial operating systems. 

• Takeover of the drone by taking over communication layouts and exploiting the 

systems bugs, or by way of ‘smart entry’ into the Ground Control Station (GCS) 

and its computer systems or drones’ avionics.

Source: US Joint Air Power Competence Centre analysis (JAPCC) 



Cyber attacks against drone
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In 2009 the Iraqi militants used 
software called skygrabber and 
could get videos from the predators.

The American soldiers carrying out an 
operation in Iraq in 2008 found the 
images transmitted by the predators 
on the computer of a Shiite militant.

4.11.2011, Lockheed Martin RQ-170 Sentinel UAV used by the USA was 
captured by the Iranian soldiers without suffering any damage.

USA: malfunction
Iran: hacking the homing system



Cyber-attack vectors against drone
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Eavesdropping: Listening the data communication.

Sniffing: The attacker sniffing encrypted messages between a GCS and a UAV. The attacker then 
re-transmits these messages to the backbone UAV, disguising itself as a legitimate sender.

Jamming: blocking the C2 connection between drone and GCS.

GPS spoofing: feeding the drone false GPS coordinates.

Man-in-the-middle (MITM) attack: As opposed to eavesdropping, the attacker actively manipulates 
the message after listening to it.

In a Sybil attack an attacker subverts the service's reputation system by creating virtual identities. 
Legitimate drones are deceived into believing that these virtual identities have joined the network. 
This can be used to paralyze the drone network or create new attack vectors.



Drones' threats & vulnerabilities
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Many UAVs have serious design flaws, and most of them are designed without wireless security 
protection and footage encryption.

Lack of Safety Feature By Design: which could result into drones going out of control and flying 
aimlessly and autonomously without having the ability to shut it down or to re-gain control.

Prone to Technical Issues: many drones suffer from various technical failures. This includes 
application errors.

Prone to Manipulation: since drones fly pre-programmed and pre-defined routes, manipulation 
can occur.



JYU. Since 1863. 2918.11.2022

Table of Content

Cyber vulnerabilities in drone system

Cyber threats

2

3

Cyber attacks against drone4

5

Drone system description1

Drone as a cyber attacker

6 Conclusion



Drone as a cyber attacker
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Low cost and easy to use, drones 
can deliver a “payload” to carry 
out surveillance, to capture data, 
or to disrupt networks. 

Making matters worse, drones are 
hard to detect and defeat.

Source: Tony Reeves, a director at consulting and training company Level 7 Expertise

Payload
• Sniffing Device corresponds to 

theft or interception of data by 
capturing the network traffic using a 
sniffer.

• Spoofing Device in which a person 
or program successfully identifies as 
another by falsifying data, to gain 
an illegitimate advantage.

• Raspberry Pi gives possibility to 
create a Low-cost HD Surveillance 
Camera or IoT hacking device.



Drone as a cyber-attack platform
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Dubbed Snoopy can track Wi-Fi, signals based on radio frequency 
identification (RFID), Bluetooth and PAN/WPAN (IEEE 802.15).

Combined with a GPS that correlates signals to the location where 
they're detected, the capabilities let Snoopy spy not only on 
phones, tablets, and computers, but also, potentially, on 
pacemakers, fitness bracelets, smartcards, and other electronics.

Source: ArsTechnica, Dan Goodin - Mar 26 2014



Drone as a cyber-attack platform
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Bluetooth sniffing is also possible. 

Putting a Wi-Fi access point on top of 

a building, or inside its perimeter, 

could allow hackers to listen in to 

data traffic. 

Drone operators could also drop a 

sophisticated microphone into a 

restricted area for eavesdropping.

Source: Pritchard S. (2019). Drones are Quickly Becoming a Cybersecurity Nightmare, Threatpost, 22 March 2019 
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Drone as a Target and a Threat
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Threat in the Sky
Using drones is a low cost and simple 
way to gather information or paralyze 
ICT-capabilities. A drone can capture 
video, photos and audio from different 
sources and devices. A drone can be 
an electronic surveillance, jammin and 
spoofing tool also.

Target in the Sky
Cyber-attacks may exploit unencrypted 
communication over wireless media to 
implement eavesdropping, signal 
jamming or other EW operations, denial 
of service, and dropping Wi-Fi 
communication with ground control. 
Other attacks  involve GPS spoofing,  
SW hacking or component corruption. 



Drone Cyber Security
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1. Human: Drone personnel should receive mandatory training to raise the awareness of cyber security 
threats and how operate safely and cyber secure.

2. Software: Security software suites and computer system access policies can provide the foundation for 
drone computer system protection. Use only trustworthy SW.

3. Data: Aviation data will be used by drone operations to plan flights. To prevent the possibility of intentional 
corruption of the data safeguards must be assured.

4. Hardware: The supply chain for microelectronics is extremely diffuse, complex and globally dispersed. 
The trustworthy supply chains for COTS hardware components and their sub-components must be ensured. 

5. Electromagnetic Spectrum: Ground based links are used for controlling the vehicle, monitoring, and air 
traffic communications. A system of high-integrity, secure data links between the aircraft, the ground control 
stations, and air traffic facilities will be a fundamental requirement in approving drone operation.



Drone user security tips
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• Update the drone systems soft/firmware regularly.

• Use a strong password for your base station app.

• If you're using a smartphone or laptop as your controller, keep it secure and don't let it get 

infected by malware.

• Use a Virtual Private Network (VPN) to stop hackers from accessing your communications when 

you're connected to the internet.

• Set a limit of one for the number of devices that can connect to your base station.

• Ensure your drone has a "Return to Home" (RTH) mode. Once you have set the home point, this 

will enable the drone to return if it loses signal, if your signal is jammed, or if the battery 

becomes depleted.



Conclusion - 1
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Unmanned systems may be at an even greater risk of cyberattack than traditional 
systems, due to their autonomy and potential operations in communication and/or GPS-
denied environments. 

This risk is further exacerbated due to the vital capabilities that some of these systems 
possess. If adversaries can exploit cyber vulnerabilities in an unmanned system to 
corrupt any subsystems drones, the result could be a paralysis of the critical 
infrastructure and vital functions of the society.

Source: US DoD. Unmanned Systems Integrated Roadmap 2017-2042, 28 Aug. 2018



Conclusion - 2
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Security and cyber resilience are a priority area of development to mitigate the risk 

that drones could be subjected to malicious or accidental takeovers of datalinks leading 

to accidents, theft or deliberate use of the aircraft to damage infrastructure or hurt 

civilians. 

Security requirements of the drone, ground control station, data link infrastructure, 

flight planning system and even the data must be a fundamental consideration in 

system design – cyber security by design principle.


